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This API specification for automatically usable multi-company-capable banking and insurance APIs (hereinafter: Com-
mon API) was developed on behalf of Swiss Fintech Innovations (SFTI) for the Swiss banking and insurance industry.

The interface specification is protected by copyright. With regard to copyright protection, the "Common API" specifi-
cation is divided into two parts: On the one hand, it consists of documents that structure the specification as a whole
or hold basic conventions, and the documents containing the use case descriptions. On the other hand, the "Common
API" specification consists of files describing the APIs on a technical level.

The documents that make up the first category are licensed under the Creative Common license of the type "Attribu-
tion-NoDerivatives 4.0 International (CC BY-ND 4.0)". A copy of the License may be obtained at: https://creativecom-
mons.org/licenses/by-nd/4.0. This license allows others to redistribute the present work, both commercially and non-
commercially, as long as it is unmodified and complete and the original authors are named.

The documents that hold the technical specifications (YAML files) are licensed under the Apache License 2.0. These
technical specification files may not be used except in compliance with this license. A copy of the License may be ob-
tained at: http://www.apache.org/licenses/LICENSE-2.0. Unless required by applicable law or agreed to in writing, soft-
ware distributed under the License is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF
ANY KIND, either express or implied. See the license for the specific language governing permissions and limitations
under the license.

This document is available on the Internet at www.sfti.ch and at www.sksf.ch

Change Log
Version Date Author/s Comments
0.01 15.03.2018 Jurgen Petry (SFTI) Document creation
0.02 18.04.2018 Markus Emmenegger (Avalog) , Ronny Fuchs (Finstar), Patrick Schaller (RED-tec), JUr- | Review
gen Petry (SFTI)
0.03 14.06.2018 Markus Emmenegger (Avalog), Alexander Streule (Avalog), Tarmo Ploom (Finnova), Review
Ronny Fuchs (Finstar), Patrick Schaller (RED-tec), Jirgen Petry (SFTI)

About SFTI
Swiss Fintech Innovations (SFTI) is an independent association of Swiss financial institutions committed to drive collaboration and digital innovations
in the financial services industry. For more information about Swiss FinTech Innovations, please refer to http:/www.sfti.ch.
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Preface

In 2016, the newly founded industry association Swiss Fintech Innovations (SFTI") set up a work-
ing group to address the topic of a common API specification. The aim of this working group
was to develop an openly accessible specification for APIs in finance - i.e. banks and insurers -
for Switzerland.?

The main driving forces are:

e On the customer side: Convenience, digitalization and democratization of customer in-
teraction.

e On the regulatory side: Constraints on national (e.g. finma), European (e.g. PSD2) and
world scales (e.g. AML).

Current Situation
Essential findings for banking:
e Several regional as well as international API standards exist.
e All of the more or less well established standards are open.
e Atleast payments are covered by each of these API standards.
Essential findings for insurances:
¢ Nothing comparable to the API standards for banking exists yet.
e Several core objects of insurance business models are similar to banking ones.

e Some Swiss insurances already have described their reference business model in detail.

Stakeholders Views

Although the discussions about common APIs arose mainly with with fin- and insuretech
startups in mind, other stakeholder groups may profit as well. The following list gives a quick
overview about their needs and concerns:

e Customers
Needs: Convenience, digitalization and democratization of customer interaction.
Concerns: »Will | retain control about the use of my personal data?»

¢ Financial institutions, retailer, ...

Needs: Cost case - e.g. internal optimizations, or usage of white labelled frontends.
Growth case - e.g. availability of new distribution channels, products, types of
customer interaction.

Efficiency case - e.g. fast integration of services.
Concerns: «Will we retain control about our revenue streams?»
e Software supplier
Needs: Raising efficiency in development of customer specific apps/services.
Concerns: «<How to deliver more control to FIs without losing them?»
e FinTechs

Needs: Ease of access to large volumes of customer's information at financial institu-

tions, retailer, ...

Concerns: «Which sustainable business models emerge?»

' Swiss Fintech Innovations is an independent association of Swiss financial institutions committed to drive collaboration
and digital innovations in the financial services industry (www.sfti.ch).

2 In this specification document, the term «finance» shall always include banking as well as insurance.
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¢ Regulating authority
Needs: Compliance with constraints on national, European and world scales.
Concerns: «Will there be a necessity of further constraints?»

All these points of view shall best possibly be taken into account by the present work.

Primary Objectives

The primary objectives of a common API specification are, on the one hand, to simplify existing
digital processes and to accelerate the implementation of new digitization processes. On the
other hand, the open APl implementation is intended also to be used bank-internal (cross-sys-
tem) as well as between partners (B2B).

Targets

Primary targets of establishing a common financial API standard are the simplification and the
speed-up of processes with reference to digitalization. This applies to the assignment of different
IT systems at the same company as well as between IT systems of different companies, and in
particular with regard to the implementation of new processes.

Open vs. Common

In the present context, the term open stands for an open standard of a shared Common API
Specification for Banking & Finance, which may be implemented by any interested party. The
term open does not mean that business functionalities implemented by the APIs may automat-
ically be used for free, nor does it reflect a concession or commitment by any involved financial
institution even to provide it.

In particular, it is solely in the hands of each company at what conditions it makes the API
accessible to third parties.

Vision
Two points were identified to make up the vision of this working group:

e Create a common standard, meaning that Swiss banks and insurances are committed
to a single API standard.

e  Support independent implementations, meaning that each provider is free to im-
plement the API with appropriate means, as long as the results fully comply with the
API standard.

Release-based Approach
The present specification is strictly release-based, i.e. each entity described herein has a set of
metadata to describe its life cycle status.

Documentation

The API is documented by the use of up-to-date technologies to ease its use by software devel-
opers. Therefore, the complete documentation of the API specification is also available electron-
ically, based on Swagger files.3

Sandbox Environment

To further ease the proliferation of the common finance API specification, SFTI will ensure that
an appropriate sandbox environment is available for testing. Details will be published as soon as
this environment is available.

3 Swagger is a specification for defining the interface of a REST web service. The Swagger specification nowadays is also
known as the OpenAPI Specification.
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2. Branch specific Aspects

2.1

2.2

Banking APIs

Due to the more manageable situation in banking (most Swiss banks use core banking software
from a small number of software providers), the working group has started with this sector. The
insurance sector shall follow as soon as the first release of the banking API specs is released.

In 2017, this working group decided to actively involve the most important vendors of core
banking software in their work. Together with specialists from Avalog, Finnova, Finstar and
Temenos, the work on the API specification for banks was intensified.

These four vendors together cover around 75% of all Swiss banks. Through this cooperation
SFTI ensures that economies of scale can be used to the best possible advantage for all member
banks, as well as for any other bank using software of the four providers mentioned above (and
of course also for the software providers).

From a conceptual point of view, SFTI tries to integrate the work result of existing standardiza-
tion initiatives in the best possible way. For example, in the field of payments, the recommen-
dations of the Berlin Group* have served as an appropriate basis for our work referring to Pay-
ments.

On the organizational side and to ensure proper alignment, SFTI's workgoup regularly ex-
changes information with other Swiss associations and initiatives that address API concepts in
the fields of finance. This also applies to cooperation with SCSF (Swiss Commission for Financial
Standardisation, a subsidiary of the Swiss Bankers Association).

Insurance APIs

Most Swiss insurance companies run backend software they've developed inhouse. Therefore,
developing a common API layer for this sector is much more demanding than at the banking
side.

On the other hand, these software systems are usually well documented, so there's a good
chance to derive a common rationale from those sources. The biggest challenge in this project
is the significant differences in the product worlds. On the other hand, this should affect the
modelling behind the APIs much more that the APIs themselves. So the chances are seen as
good to create a common API layer for insurances, too.

4 The Berlin Group is a pan-European payments interoperability standards and harmonisation initiative with the primary
objective of defining open and common scheme- and processor-independent standards in the interbanking domain
between Creditor Bank (Acquirer) and Debtor Bank (Issuer) (https://www.berlin-group.org).
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3. Documentation Structure

3.1 PDFs

The following list provides an overview of the documentation structure with regard to the PDFs

provided:®

Document name

Content

[01.Main_Document.pdf]

This document acts as an envelope for all documents that to-
gether make up the "Common API" specification. Here you
find basic descriptions of all documents, including name, re-
lease and a short overview of their contents.

[02.Basics.pdf]

This document holds the guidelines that form the basis for all
parts of the API specification, such as character sets, data
types and the endpoint syntax.

[03.API_Payments.pdf]

APl documentation and Implementation guideline for the
business domain "Payments".

[04.API_Accounts.pdf]

APl documentation and Implementation guideline for the
business domain "Accounts".

[99.Security.pdf]

3.2 Swagger Files

This documents holds any security relevant principles and
guidelines.

Furthermore, each PDF describing a distinct APl is supplemented by a corresponding Swagger

file.

The contents of PDFs and Swagger file are complementary, i.e. the Swagger files themselves are

not documented in the PDFs.

4. Versioning Concept

The API documentation of any newly covered business domain starts at version 1.0. New re-
leases of all API documentations will be published on an annual basis. This means that there is
a there is a clear connection between the release and the year it is published and therefore also

the year it is valid for.

5. Document Versions

The following list contains the current versions of the individual documents.

Document name Version Date

[01.Main_Document] v0.03 05.09.2018
[02.Basics] v0.05 |05.09.2018
[03.PaymentAPI] v0.04 05.09.2018
[04.XS2AAPI] v0.01 05.09.2018

> Remark: This table will be updated whenever appropriate, e.g. each time another business domain is covered by its

API specification.
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6. Appendix
6.1 Existing Standards in Banking
Term Description
HBCI Home Banking Computer Interface, is an open standard developed in Ger-
many by different banks to cover the areas electronic banking and customer
self-services.
finTS Financial Transaction Services, is a further development of the HBCI standard.
PSD Payment Services Directive, is a EU directive to regulate payment services and
payment service providers all over the EU /EEA region.®
OFX Open Financial Exchange, is a standard mainly developed in the USA by com-
mercial companies to cover the exchange of financial data and to execute
financial transactions.

6.2

6.3

Abbreviations

Term Description

ASPSP The Account Servicing Payment Service Provider is the service provider that
maintains payment accounts for customers. Usually this is the bank.

BIC Bank Identifier Code

IBAN International Bank Account Number

ISR Inpayment Slip with Reference Number (or ESR in Swiss German)

PIS Payment Initiation Services

PSU Payment Service User (customer)

TPP Third Party Provider

XS2A Access to Account

IT related terms

Term

Description

API

An Application Programming Interface (APJ) identifies an interface provided
by a soft-ware system to integrate this system into other programs. In other
words: An API pro-vides methods to access (and modify) data objects of the
underlying application (in contrast to a Grafical User Interface (GUI), which
denotes the interface between an application and its users).

API standard

An API standard defines the objects of the underlying application which are
accessible through the API, as well as the methods to access/modify these
objects. Furthermore, it consists of an agreement on the message protocol
which is used for communication.

REST

Representational state transfer (REST) or RESTful web services are one way
of providing interoperability between computer systems on the internet.
REST-compliant web services allow requesting systems to access and manip-
ulate textual representations of web resources using a uniform and prede-
fined set of stateless operations. Other forms of web service exist, which ex-
pose their own arbitrary sets of operations such as via WSDL and SOAP. '‘Web
resources' were first defined on the World Wide Web as documents or files

6 EEA stands for European Economic Area (Europaischer Wirtschaftsraum / Spazio economico europeo / L'Espace
économique européen)
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Term Description
identified by their URLs, but today they have a much more generic and ab-
stract definition encompassing every 'thing' or entity that can be identified,
named, addressed or handled, in any way whatsoever, in the web
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