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Digital Identity, Trust and Privacy – Starting Position 

Digital identity is a key to a global digital marketplace. As it enables many societal transactions, it stretches far 
beyond banking and finance to society as a whole. 

Financial institutions (FI) are apt for driving an identity system as they already store customer attributes and 
are used to verify client information according to commercial and regulatory requirements. Moreover, financial 
institutions and insurers benefit from a nearly complete coverage of clients due to the fact that almost every-
body possesses a banking account or insurance policy. Furthermore, FIs are interconnected and operate across 
multiple jurisdictions, which is an advantage for them to enable cross-jurisdictional identity transactions and 
systems. And last but not least, FIs are typically trusted to be safe and secure by consumers beyond other 
institutions. 

Vision 

Swiss FinTech Innovations aims with the initiative “Digital Identity, Trust and Privacy” to provide a state-
recognized digital identity provider platform which offers standardized digital client onboarding services, is 
cost-effective, secure and easy to access by a large number of services and clients and therefore enables 
residents to prove their identity electronically. 

Strategy 

Swiss FinTech Innovations (SFTI) has selected Digital identity, Trust and Privacy (DTP) as one of their key 
strategies and is pursuing the following priorities: 

 All major Swiss banks and insurers should engage in a consortium in order to elaborate technological issues 
and to establish as well as guarantee an independent identity provider platform for a wide business 
service.  

 SFTI will collaborate with big players in the Swiss identity provider market and will align their initiatives 
with the electronic identity project “eGovernment”. 

 A SFTI supported identity provider (IdP) will be available for all Swiss residents. In addition, international 
customers should be able to register or to use their digital identity from a trusted IdP outside Switzerland. 

 A SFTI supported IdP will provide standardized registration and digital client onboarding procedures in line 
with regulatory requirements. 

 A SFTI supported IdP will provide integrated digital signature services on a qualified level. 

Goals of the SFTI Initiative in DTP and This Position Paper 

The goals of the workgroup mandated with this SFTI initiative are the following: 

 Get a clear understanding of current initiatives, regulations and available implementations on Swiss identi-
ty providers supporting onboarding and security requirements of the financial industry. 

 Define requirements and an appropriate DTP model for a national trusted identity provider that meets the 
needs of the financial industry. 

 Define requirements and success factors when establishing an IdP for Swiss Fintech Innovations. 
 Specify a use case to proof the end-to-end process with registration, onboarding and signature services for 

financial services. 
 Prepare a recommendation to enable SFTI members to lobby for further engagement. 

Main Requirements of an Identity Provider 

A client may use a service of a financial institution via an intermediary identity provider. Therefore, the identity 
provider has to support collecting user attributes from various sources and services (e.g. electronic identity 
attributes provided by the eGovernment or FI specific attributes provided by third party registries). The service 
may be provided on-the-fly without any user attributes stored persistently, may require client onboarding and 
transaction confirmation based on the client’s authentication token, as well as a signed contract (with a 
qualified signature as needed). 

While considering all these facts, the SFTI DTP workgroup has drawn up the following big picture with all 
significant components. 
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The Swiss Fintech Innovations DTP – Big Picture 

 
Figure 1: Big picture of a Swiss Fintech Innovations Identity Provider (IdP) 

This big picture shows all relevant components and dependencies of service providers (blue), clients (brown), 
non-FI related services (green) and the SFTI IdP (red). 

The SFTI IdP supports five use cases:  

 

1. Initially, a client may register to the SFTI IdP either directly based on visual identification or indirectly using 
some other (trusted) IdP.  

2. Based on credentials registered in the SFTI IdP user directory, the SFTI IdP will securely authenticate clients 
prior to any further interactions. If supported by the client’s authentication token, it may also provide 
transaction confirmation to services such as e-banking.  

3. Standard digital client onboarding (DCO) includes the collection of various attributes: Attributes inherent 
to the identity (such as the client’s name or birth date) may be retrieved from future electronic identity 
(eID) eGovernment services. Attributes relevant but not specific to financial institutions (such as the 
client’s postal or e-mail address) may be provided by third party services or by the client. 

4. In normal mode of operation, identity attributes are propagated to service providers when a client 
requests a service but only after asking for the client’s consent.  

5. As an additional use case to many financial institutions, the SFTI IdP does also support the digital signature 
of documents (such as a contract) with various levels of assurance. This service can be understood as a 
digital representation of a physical signature file.  

Service providers may use selected services provided by the SFTI IdP according to their needs. 

  



Digital Identity, Trust and Privacy  

 

Position Paper SFTI - DTP (December 2016)  3 

Critical Success Factors 

Offering identity provider services to a wide range of business services is definitely not a playground for 
experiments. The SFTI workgroup highly recommends to consider the following critical success factors when 
designing digital identity, trust and privacy. 

 High availability of services: as an entry point to a large number of services, the IdP has to be available on 
almost 24/7 basis. Unavailability of IdP means that no services could be provided, hence service providers 
would claim.  

 Critical quantity of registered identities and available services: an identity provider platform makes no 
sense if only a few customers are registered and few services are available. It is crucial to have more than 
one million users and more than five services available when starting.  

 High performance of technology: proved high performance of technology platform, scalable and robust. 
The technology provider should already have proved to operate high-performance platforms. 

 Best practice security: cyber security is a key for running an IdP. Identity theft on this service could lead to 
a disastrous situation with billions of damages. 

 Availability of trusted attribute providers for validation purposes: validation of user data and changes in 
circumstances can only be reached using trusted attribute providers like eGovernment. 

 Fast and easy processes: even though an appropriate degree of security is expected, registration process 
and onboarding service may include all necessary information and should be fast and user-friendly. 

 Product/service selection during onboarding: clients should be able to select services and products 
according to their needs directly in the onboarding process. 

 Free onboarding for clients: the designed solution might be cost effective: clients are not willing to pay 
additionally for onboarding. 

 Compliance with regulations: regarding onboarding to financial services, the IdP should be in line with 
(EU) regulations, i.e. General Data Protection Regulation (EU GDPR) or FINMA circulars. 

How to Prove Feasibility – the DTP Use Case for a Proof of Concept 

As a part of the SFTI initiative, the workgroup DTP planned to run a proof of concept for processes and techno-
logy. The use case below illustrates an end-to-end application process for a credit card, which is typical in finan-
cial services. A client without an electronic identity (eID) has to complete first the process of issuing a digital 
identity. A client who is already eID holder can apply straight away for a credit card. This process includes a 
standard client onboarding as well as qualified digital signature.  

 

Figure 2: End-to-end application process 

Centralized vs. Distributed Approach 

To build an identity provider at a large scale the following two approaches have been selected and compared: 

1. Centralized identity solution 
A centralized identity solution offers identity at large scale, a consolidated and standardized view of 
identities and the single source of truth to deliver key value to external stakeholders such as regulators. 

2. Distributed identity solution 
A distributed identity solution offers identity at large scale and builds a circle of trust between the different 
parties’ IdP. An aggregation layer (foundation) may implement unified API and provide a consolidated view 
of the user. 
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Centralized Approach Distributed Approach 

+ Effort to implement and to maintain has to be 
provided only once 

+ One single implementation -> de facto standard 
+ No mutual trust required between participants 
+ Possibility to start small due to small initial 

installed base 

+ If mayor banks participate, 100% of Swiss people 
with IT affinity are covered 

+ High confidence in Swiss banking security is 
leveraged 

+ High level of (informal) agreement about e-
banking security implementation already today 

+ Banks may choose to be an IdP (i.e. keep 
customer interface and related cost) or not (i.e. 
trusting the federation) 

 Substantial investment required initially 

 Time consuming rollout to reach necessary 
market penetration 

 Requires common agreement and funding by all 
participants 

 Outsourcing of non-differentiating parts of 
customer interface to a centralized provider (a 
common «Swiss Fintech Login») 

 Requires de jure standardization (e.g. for DCO 
and authentication) 

 Requires a common «hub» layer (foundation) 

 Higher complexity of infrastructure and 
management 

 Requires trust to the federation as a whole (a 
service provider may not restrict trust to selected 
identity providers) 

Recommendations to SFTI Board 

No centralized governmental owned solution is currently planned. However, eGovernment Switzerland aims 
with its strategy 2017-2019 to implement attribute certification services available to a large community of 
certified IdPs on a “pay-per-use” basis. Moreover, building a new financial services IdP with all components of 
our IdP big picture requires common agreements and funding by all parties. This would take much longer than 
establishing a distributed IdP (consortium). 

Therefore, the workgroup SFTI-DTP highly recommends  

1. to establish a distributed IdP (consortium) and to specify a proof-of-concept of Notakey – together with 
UBS and CS, 

2. to specify the technological, governmental and business framework of such an eco-system,  
3. to elaborate a proof-of-concept of standard digital client onboarding and digital signature services with 

e.g. SIX and other technology providers in early 2017, and  
4. to provide a consolidated response of FI to the consultation of eID law (expected in early 2017). 
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